ITAMATKA VI OBYYAIOIIINXCA Ob HH?OPMAHHOHHOfI
BE3OITACHOCTH JAETEMN

HEJIb34

1. Bcem moapsz coobmaTh ¢BO0 YacTHYI0 WHGopManuio (HacTosmue uMs, paMuInio,
TesiedOH, ajzipec, HOMep IIKOJbI, a Takxke (QoTtorpadum CBOU, CBOEU CeMbU U
AApy3ei);

2. OTKpbBIBaTh BJIOKEHHBIE (palyibl 3JIEKTPOHHOU TIOYTHI, KOTJa He 3Haellb
OTIIPABUTEJIH;

3. I'pybuth, npuaupathbcs, OKa3bIlBaTh JaBjieHHWE — BeCcTU ce0s HEBEXJIUBO U
arpeccuBHO;

4. He pacrnopskalicsi neHbraMu TBOEH ceMbH 0e3 paspelleHus CTapliux — Bcerja
CIIpallliBayl poauTesie;

5. He BcTpeuaiicsi ¢ VIHTEpHET-3HAKOMBIMU B PEAIBHOU KU3HU — IIOCOBETYHCA CO
B3POCJIBIM, KOTOPOMY /I0BEPS€IIb.

OCTOPOXHO

1. He Bce numryt npaeay. Yuraens o cebe Hernpapay B MIHTepHETE — co00IIH 06 3TOM
CBOUM POJUTEIAM WU OIIEKyHaM;

2. IlpurjamaiT IMepenuchBaThbCA, HUIrpaTh, OOMEHUBAThCSI — TPOBEPH, HET JIN
MO/[BOXQ;

3. Hesaxonnoe kxonupoBaHue (paitsioB B IHTEpHETE — BOPOBCTBO;

4. Bcerpa pacckaspiBail B3pocJibIM 0 IpobJieMax B ceTU — OHU Bcer/ia IOMOTYT;

5. Hcnosp3yil HacTpolku 6€30MMacHOCTH M MPUBATHOCTH, YTOOBI HE IOTEPATH CBOU
AKKayHTBHI B COICETAX U JPYTUX OPTAIaX.

MOHO

1. YBakail Apyrux MoJib30BaTese;

2. ITlonp3yemnibcs VIHTEPHET-UCTOYHUKOM — JieJlail CChLIIKY Ha Hero;

3. OTkpbIBall TOJIBKO Te CCBLJIKU, B KOTOPBIX YBEPEH;

4. OOmaThcs 3a TOMOIIBIO B3POCIABIM — POJUTEIN, OMEKYHBl U aAMHHUCTPAIIHA

CalTOB BCerja MOMOTyT;

[Ipotimn oOyueHune Ha caiiTe «CeTeBUYOK» H TOJIYYH NACIOPT HUGPOBOTO

rpaxzaHuHal

S4

NHOOPMAIINMOHHAA ITAMATKA VI OBYYAIOIIINXCA /14
PASMEIITEHUA HA OOPUIINAJIBHBIX NTHTEPHET-PECYPCAX

C KaXkIbIM TOZOM MOJIOZIEXKU B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, A IIIKOJIbHUKHU OJTHU U3
caMbIX aKTUBHBIX IT0JIb30BaTesieli Pynera. Mexxay TeM, IOMHMO OTPOMHOTO KOJIMYECTBA
BO3MOJKHOCTEH, MHTEPDHET HeceT W IpobsieMbl. DTa IMaMsATKa J0JDKHA ITOMOYb Tebe
0e30IMacHO HAaXOAUTHCA B CETH.

KoMmnbroTrepHble BUPYyChI

KommnbpioTepHBINI BHUpPYC — 95TO Pa3HOBUAHOCTh KOMIIBIOTEDHBIX IPOrpaMM,
OTJINYUTEIBHON OCOOEHHOCTHIO KOTOPOU SBJISIETCSA CIIOCOOHOCTh K Pa3MHOXKeHUI0. B
JIOTIOJIHEHUE K 3TOMY, BHUPYChl MOTYT IOBPEJUTH WM HOJHOCTHIO YHUYTOXKUTH BCE
(aiiiel M AaHHBIE, MOAKOHTPOJIbHBIE IIOJIB30BATENI0, OT HMEHU KOTOpOro ObLia
3amyleHa 3apaKeHHas I[porpamMmMa, a TakyKe IIOBPEeAUTb WU JaXe YHUUYTOXKUTH



OIEpPAIlMOHHYIO0 CHUCTEMY €O BceMH aillaMu B IeJIoM. B OOJIBIITUHCTBE CIIydaeB
PacIpoOCTPaHAIOTCS BUPYCHI Uepe3 UHTEPHET.

MeToabI 3aIHUTHI OT BPEAOHOCHBIX IPOrpaMM:

1. Vcnosp3yil cOBpeMeHHbIe OlepPalliOHHbIE CUCTEMBI, UMEIOIIEe CePhe3HbI YPOBEHD
3aIUTHI OT BPEJIOHOCHBIX IIPOTPaAMM;

2. IloctosaHHO ycTaHaBiauBail mautu (IdpoBble 3aILUIATKU, KOTOPblE aBTOMATHYECKHU
YCTAHABJIUBAIOTCA C I€JIbI0 JOPAOOTKU IMPOTPAMMBbI) U Apyrue OOHOBJIEHUS CBOEU
omepanioHHOU cucreMbl. CkaumBall UX TOJABKO ¢ OQUIHAIBHOTO caliTa
paspabotuuka OC. Ecim cylmecTByeT peXUM aBTOMAaTHYECKOTO OOHOBJIEHUS,
BKJIIOUH €TO0;

3. Pabotaii Ha cBoeM KOMIIBIOTEDE I10/] IIpaBaMU II0JIb30BATEA, a He a/IMUHUCTPATOPA.
OTO He TO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTPAaMM HWHCTJUTUPOBATHCSA HA
TBOEM IE€PCOHAIBHOM KOMIIBIOTEPE;

4. Hcnosb3yll aHTUBUPYCHBIE IPOTPAMMHBIE ITPOAYKTBI U3BECTHBIX IIPOM3BOJIUTENEN,
¢ aBTOMAaTH4YeCcKUM OOHOBJIEHHEM 0a3s;

5. OrpaHuub PU3UYECKUU JIOCTYII K KOMIIBIOTEPY /IJ1 IOCTOPOHHUX JIII;

6. Vcrmonp3yil BHelllHHe HOCUTEIU NHGOPMAIlUH, Takue Kak QJiellka, JUCK Win (aila
13 NHTEPHEeTA, TOJIbKO U3 IPOBEPEHHBIX UCTOYHUKOB,

7. He OoTkpbIBail KOMIbIOTEPHBIE (PailyIbl, IOJIyYeHHbIE U3 HEHAJIeKHBIX NCTOUHUKOB.
Haxe Te ¢aiyipl, KOTOpble NPUCIJI TBOM 3HAKOMBIM. Jlydmie yTouHH y Hero,
OTIPABJISAJ JIK OH TeOe HX.

Ceru WI-FI

Wi-Fi — 3T0 He BUJ meperavn JTaHHBIX, He TEXHOJIOTUS, a BCETO JIUIIb OpeH/I, MapKa.

Eme B 1991 rogy HuaepsiaaHAcKas KOMIaHUA 3aperucrpupoBaa opens « WECA», uTo

oboszHauasio cimoBocodyeTanue «Wireless Fidelity», KoTopwlii mepeBoOgHUTCS Kak

«becrpoBOHAS TOYHOCTD».

Jlo Hamlero BpeMeHHU /ouLia jApyras abOpeBuaTypa, KoTopas sBJISeTCA TaKOU ke
TexHoJsioruei. 9to abopeBuarypa «Wi-Fi». Takoe Ha3BaHHe OBLIO JJAaHO C HAMEKOM Ha
CTaHZIapT BbIclIeld 3ByKoBoM TexHuku Hi-Fi, uTo B mepeBose O3HaudaeT «BBICOKAS
TOYHOCTbH>.

Jla, 6ecIutaTHBIA WHTEPHET-AOCTYN B Kade, OTeNIsAX U adPONOPTaxX SABJISAETCA OTIMIHON
BO3MOXKHOCTBIO BBIXOZJa B UHTepHeT. HO MHOruMe BSKCIEpPThl CUUTAIOT, YTO
obmenocrymabie Wi-Fi ceT He sIBIAIOTCSA O€30MacHBIMU.

CoBetbl 10 6€3011aCHOCTU pabOTHI B OOIIEAOCTYITHBIX ceTsax Wi-fi:

1. He mepemaBail cBowo juuyHyr uHbOpMaIruoo 4depes obmenocrymnabie Wi-Fi cern.
PaboTtasg B HUX, >KeJaTeJIbHO HE BBOAUTH IMAPOJIM JIOCTYIIA, JIOTUHBI U KaKHUe-TO
HOMepa;

2. Hcmonb3yil 1 0OHOBJISI aHTUBUPYCHBIE ITPOrpaMMbI 1 OpanaMayep. Tem caMbIM ThbI
obe3omnacuIb ceds OT 3aKaUYKH BUPYyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnosmwp3oBannu Wi-Fi otkimoun ¢yskimuio «O6mui goctynm K daiiam u
npuHTepam». JlaHHass GYHKIUSA 3aKphITa [0 YMOJYAaHUIO, OJHAKO HEKOTOpHIE
II0JIb30BATEIN aKTUBUPYIOT €€ I y/I00CTBa UCIIOJIb30BAHUSA B paboTe Wi yueoe;

4. He ucnonwsayit myosuuabid WI-FI s niepefgaum TUYIHBIX JAHHBIX, HAIIPUMED JJIA
BBIX0/IA B COI[UAIbHbIE CETU WU B SJIEKTPOHHYIO ITOYTY;

5. Hcnosnb3yit Tonpko 3amuiieHHoe coenuHeHue uepe3 HTTPS, a ue HTTP, t.e. npu
Habope Beb-azpeca BBoaAM UMeHHO «https://»;



6. B wmoOmwibHOM TenedoHe orTkiaun ¢yHKnuioo «Ilogxatouenne k  Wi-Fi
apTomaruuecku». He jomyckail aBTOMaTH4YeCKOTO TMOAKIIOUEHUS YCTPOMCTBA K
cetsiMm Wi-Fi 6e3 TBoero corsacusi.

ConuajibHbBIE CETH

ComuasibHbIE CEeTH aKTHUBHO BXOJAT B HAIIy JKU3Hb, MHOTHE JIIOJAU PAOOTAIOT U KUBYT

TaM IOCTOSTHHO, a B Facebook y»ke 3aperucTpupoBaH MUJLIAAP/] YETIOBEK, UTO SIBJISIETCS

OTHOU CeIbMOU BceX JKHUTeJiel IUIaHeThbl. MHOTrHe IOJb30BaTe He IOHMMAIOT, YTO

nHopManus, pa3MelleHHass UMH B COIMAIBHBIX CETAX, MOXKET ObITh HaljeHa H

HCII0JIb30BaHA KEM YTOTHO, B TOM YHCJIE HE 00s3aTeTbHO ¢ 0JIaruMy HaMePEHUSMH.

OCHOBHBIE COBETHI 110 OE30IIaCHOCTH B COIINAJIBHBIX CETAX:

1. OrpaHnyb CHUCOK Apy3ed. Y TeOsA B APY3bAX He JIOJDKHO OBITh CIyYaWHBIX U
HE3HAKOMBIX JIIOZIEN;

2. 3ammmiai CBOIO YacTHYIO KU3Hb. He ykasbIBail maposu, tesnedoHBbI, ajpeca, AaTy
TBOETO0 POXKJEHUs U JPYIYI0 JUYHYI0 HWHOOpMALUIO. 3J0YMBIIUIEHHUKU MOTYT
HCIIOJIH30BaTh Aake WHGPOPMAIIUIO O TOM, KaK Thl U TBOU POAUTENU IJIAHUPYeTe
MIPOBECTU KAHUKYJIbI;

3. 3amumai cBOIO pemyTanuio — JIEP:KU ee B YHUCTOTe U 33/1aBail cebe BOIIPOC: XOTEN
OBl THI, YTOOBI JApYyTHEe IOJb30BATEIU BUEIU, YTO ThI 3arpyxkaems? I[lomymaii,
MIPEeXKJIe YeM UTO-TO OITyOJIMKOBATh, HAIIUCATH U 3aTPy3UTh;

4. Ecim ThI TOBOPHIIG C JIIOJIBMU, KOTOPHIX HE 3HAEIlb, HE HCIOJIb3YH CBOE peasbHOe
UMsA U APYTYIO JINYHYI0O MHGOPMAIMHU: MM, MECTO KUTEJIhCTBA, MECTO y4eObl U
mpouee;

5. N3beraii pasmemenus ¢ortorpaduii B VIHTepHeTe, rie Thl H300pakeH Ha
MECTHOCTH, II0 KOTOPO¥ MOKHO OIIPE/IEJIUTH TBOE MECTOIIOJIOKEHUE;

6. Ilpu perucrtparuu B COIMAJIBHOU CETH HEOOXOAMMO WCIOJIb30BaTh CJIOXKHBIE
MapOoJIx, COCTOSAIIME U3 OYKB U IUQP U C KOJIMYECTBOM 3HAKOB He MeHee 8;

7. Jis conuasbHOU CeTH, TOYTHI U PYTHUX CAUTOB HEOOXOIMMO HCIIOJIb30BaTh PA3HBIE
naposu. Torzia ecyiu Te6sA B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKY MOJIyYaT JOCTYH TOJIBKO
K OZTHOMY MECTY, a He BO BCE cpasy.

AJIEKTPOHHBIE JeHbI'U

JJIEKTPOHHBIE JIEHBI'M — 3TO OYeHb YA0OHBIN CIIOCO0 IIaTelkeH, OJHAKO CYIEeCTBYIOT

MOIIIEHHUKH, KOTOPbIE XOTAT MOJIyYUThb 3TU JE€HbIU.

SHeKTpOHHbIe J€HbI' IIOABUJIMCb COBCEM HE€JAaBHO M MMEHHO H3-3d 3TOI'O BO MHOTHX
rocyaapCrBax a0 CHUX IIOP HE IIPOIIHCAHO IIPO HUX B 3aKOHAX.

B Poccuu xe OHM (PYHKIIMOHUPYIOT U O HHX YK€ IPOIHCAHO B 3aKOHE, TIJle UX
pa3AessioT Ha HECKOJIPKO BU/IOB — aHOHUMHbBIE U HE aHOHUMHBIE. Pa3HUIIA B TOM, YTO
AaHOHUMHBIE — B3TO Te, B KOTOPBIX paspellaercsi IIPOBOJUTh omeparuu 0e3
UIEHTU(PUKAINY TO0JIb30BaTeNsI, & B HEAHOHUMHBIX HAEHTHU(DUKAIIMSA I10JIb30BaTEJIS
ABJsIeTCs 00s13aTeIbHOM.

Taxoke cenyeT pasjinyarh 3JeKTPOHHbIEe (hUaTHbBIE JIEHbI'M (PaBHBI rOCY/IaPCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHBIE HepUaTHBIE IeHbIU (He paBHBI TOCYIapPCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI 110 O€30IMaCHOM PaboTe ¢ BJIEKTPOHHBIMHY JIEHbraMHU:



1. IlpuBszku K cueTy MOOWJIBHBIN TejleOH. DTO caMbli YAOOHBIH U OBICTPHIA CIIOCOO
BOCCTAHOBHTD JIOCTYI K cueTy. [IpuBsA3aHHBIN TesedOH ITOMOKET, ecIu 3a0y/ielnb
CBOMU IIATE€KHBIU MapOJIb WU 3al/IEIbh HA CAUT ¢ HE3HAKOMOT'O YCTPOMCTBA;

2. Hcnonb3yit omHOpasoBble maposiu. [lociie mepexoyia Ha yCHJIEHHYIO aBTOPH3AIIHIO
Tebe yke He Oy/IeT yrpoKaTh OMMAaCHOCTDb KPaykKy MJIM IlepexBaTa IUIaTeXKHOTO ITapoJis;

3. Bribepu ciokHBIN maposib. IlpecTymHmKam OyzeT He IPOCTO YTrajiaTh CIIOKHBINA
mapoJib. HajeskHble mapojid — 3TO IapoJik, KOTOPHhIE COZIEpP KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B Cce0SI CTPOUYHBIE M IIPOIKUCHBIE OYKBBI, IIU(PHI X HECKOJIBKO CHMBOJIOB,
Takhe KaK 3HaK JoJuiapa, ¢GyHTa, BOCKJIUIATENbHBIA 3HAK U T.. Hampuwmep,
$tRong!;;

4. He BBO/iM CBOM JTMYHBIE JAHHBIE HA CAUTaX, KOTOPHIM HE JIOBEPSIEIIb.

AJIEeKTPOHHAsA MouTa

JJIEKTPOHHASA II0YTa — 3TO TEXHOJIOTHS U IIPEIOCTaBJIsEMbIE €10 YCIYTH 110 MEPECHLIIKE

U TIOJIYYEHHIO BJIEKTPOHHBIX COOOIIEHUH, KOTOPbIE PACIPEIE/IAIOTCS B KOMIIBIOTEPHOU

cetu. OOBIYHO JJIEKTPOHHBIN IIOYTOBBIN SIIUK BBITJIAAUT CJIEAYIOIMUM 00pa3oM:

UMsI_TI0JIb30BATENA@UMsI_oMeHa. Takyke KpoMe mepeiadud MpOCTOTO TEKCTa, MMEETCS

BO3MOKHOCTH ITepeiaBaTh (haiIbl.

OCHOBHBIE COBETHI 10 OE30ITACHON PaboTe € 3JIEKTPOHHON TOYUTOM:

1. Hayjo BeIOpaTh IpaBUJIBHBINA IOUTOBBIN cepBUC. B MHTEpHETE ecTh OTPOMHBIN BHIOOD
OecryIaTHBIX ITOYTOBBIX CEPBUCOB, OTHAKO JIyUIlle IOBEPATH TEM, KOTO 3HAEIb U KTO
IepBbIU B PEUTHHTE;

2. He ykaspiBail B TUYHOH mouTe JUUHYI0 HHGopMaruio. Hampumep, jiydiie BoIOpaTh
«MY3bIKaJIbHBIN__(paHAT@» WU «POK2013» BMECTO «TeMal3»;

3. Hcnosb3yll [IByXSTAalHYI0 aBTOPU3AlMI0. IJTO KOIJla IIOMHMO HapoJyA HY:KHO
BBOJIUTH KOJI, IIpUChlIaeMbIli 110 SMS;

4. Buibepu c0KHBIM Taposib. 1 KaXKJIOTO MOUYTOBOTO AIINKA JOJKEH OBITh CBOM
Ha/Ie’KHBIU, YCTOUUYUBBIN K B3JIOMY I1apOJIb;

5. Ecim ecTb BO3BMOXKHOCTh HalKCaTh CAMOMY CBOM JIMYHBIM BOIIPOC, UCHOJIB3YH 3TY
BO3MO>KHOCTb;

6. Hcronb3yil HECKOJIBKO MOYTOBBIX AIMIUKOB. [lepBBIN JIJIi YAaCTHOU IE€pPenucKu c
azpecaTaMd, KOTOPBIM ThI JIOBepsiellb. JTO SJIEKTPOHHBIA azjpec He HAJ0
HCIIOJIH30BaTh IIPU perucrpanuu Ha ¢popyMax U cauTax;

7. He oTkpbiBaél (ailabl U Apyrue BIOXKEHUs B IMUCbMax, JJa’Ke eCJIM OHU IPUIIIN OT
TBOUX Apy3ei. JIyuliie yTOUYHH y HUX, OTIIPABJISIIN JI OHU Tebe 3TU daiiibl;

8. Tlocne oxkoHuaHus pabOThI HA MOYTOBOM CEPBHUCE IMEPEN 3aKPBITHEM BKJIAJKHU C
caiToM He 3a0y/Ib Ha’KaTh Ha « BRIUTH».

Kuo6epOy/L/ITMHT WJIN BUPTYaJbHOE U3/1€BATEIHCTBO

KubepOystiHr — TpecyiefjoBaHHE COOOIIEHUSIMU, COAEPKAIMNUMH OCKOpPOJIEHUS,

arpeccuio, 3allyTMBaHUe; XyJIUTaHCTBO; COLMAJIbHOE OOUKOTHUPOBaHHE C IOMOIIBIO

Pa3JINYHBIX UHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 OOpHOE ¢ KNOEPOYIITMHTOM:

1. He Opocaiicsa B 60M. JIydmmuii criocob: mocoBeTOBaThCs KaK ce0s BECTHU U, €CJIU HET
TOr0, K KOMY MOKHO OOpaTHThCS, TO BHAYaJie YCIIOKOUTHCA. EcjiM Thl HauHEIb
OTBeuaTh OCKOPOJIEHWAMH Ha OCKOPOJIEHUs, TO TOJIBKO eIrle OOJIbIIle Pa30KIKEeIhb
KOH(]JINKT;

2. Ympasiisiii cBOer KubepperyTanuen;

3. AHOHUMHOCTh B ceTd MHHUMAasA. CyIecTBYIOT CIIOCOOBI BBISICHHTH, KTO CTOUT 3a
AHOHHUMHBIM aKKayHTOM;



4. He crouT BecTH XyJIUTaHCKUUN 00pa3 BUPTYaIbHOU KU3HH. MIHTepHET DUKCUpyeT
BCE TBOU JIECTBUSA U COXPAHSET UX. YJAJIUTH UX Oy/IET KpaiiHe 3aTPYHUTEIBHO;

5. Cobuto/1ai1 CBOIO BUPTYQJILHYIO YECTh CMOJIOAY;

6. UrHopupy¥i emwmHWYHBIA HeraTuB. OIHOpPA30BbIE OCKOPOUWTELHBIE COOOIEHUS
JIydiiie irHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcs Ha Ha4aJbHOU CTaJINN;

7. bam arpeccopa. B mporpammax o0OMeHa MTHOBEHHBIMH COOOINEHUSIMHU, B
COITMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIIPABKUA COOOIIEHHUH C
OIIpeJieJIEHHBIX a/IPECOB;

8. Ecoiu ThI cBuzaeTenb kubepOysutmHra. TBow JelCTBUA: BBICTYIIUTH IPOTUB
Ipecsie/loBaTesisA, IOKa3aTh €My, UYTO €ro JeWCTBUsS OIIEHUBAIOTCS HETAaTHUBHO,
MOAIEPKATh JKEPTBY, KOTOPOM Hy)KHA IICUXOJIOTUYECKass IIOMOIIb, COOOIIUTH
B3POCJIBIM O (haKTe arPECCUBHOTO MTOBE/IEHMS B CETH.

MoOowiIbHbIN TeJIedOoH

CoBpeMeHnHble cMapT¢GOHBI M IUIAHIIETHI COZEpPKAT B cebe BIIOJIHE B3POCJIBII

¢gyHKIIMOHAJ, W Temepb OHU MOTYT KOHKYPUPOBAaTb CO CTAallMOHAPHBIMU

KoMmIpioTepamMu. OJIHAKO, CPEACTB 3AIUTHI JJIs1 OJIOOHBIX YCTPOMCTB ITOKA OUE€Hb MaJIO.

TecTrpoBaHUEe U MOUCK YA3BUMOCTEN B HUX MMPOUCXOAUT HE TaK MHTEHCUBHO, KaK JIJIA

ITK, To ke caMoe KacaeTcss U MOOMJIbHBIX ITPHUJIOKEHHH.

CoBpemeHHble MOOWIbHBIE Opay3epbl VyiKe IIPAKTUUECKH JOTHAJIM HACTOJIbHbIE
aHaJIOTH, OJTHAKO paclIiupeHue (PyHKIMOHAIA BIeYeT 32 OO0 OOJIBIIYIO CJIOKHOCTD U
MEHBIITYIO 3aIUIIEHHOCTb.

Jlajieko He Bce IIPOU3BOJIUTEIN BHIIIYCKAIOT OOHOBJIEHN S, 3aKPHIBAIOIIE KDUTHUECKIE
YA3BUMOCTH J|JIfl CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI /1151 6€30I1aCHOCTH MOOUIIBHOTO TestedoHa:

Hwuuero He sBJIsIeTCs IO-HACTOAIIEMY OecIiaTHBIM. By/ib ocTOpoXkeH, BeZlb Korjia Tebe
Mpe/jIaraloT OecIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO ILIaTHBIE
YCIyTH;

Hdymaii, npexzae yeM otupaBuTbh SMS, doro uiau Buzaeo. Tl TOUHO 3Haellb, I7je OHU
OyAyT B KOHEUHOM UTOTE?

Heob6x0a1M0 0OHOBJIATH OMEPAIMIOHHYIO CHCTEMY TBOETO CMapT(hOHA;
Hcnosnp3yit aHTUBUPYCHBIE TPOTPAMMBI 7151 MOOMJIBHBIX TeJIe(OHOB,

He 3arpy:kaifi mpuIoKeHHUsI OT HEU3BECTHOTO MCTOYHHUKA, Be/Ib OHU MOTYT COZEPKATh
BPEZIOHOCHOE IIPOTrPaMMHOE 00€ecIIeueHHE;

[Tocyte TOoro Kak ThI BBIWJEIIb C CalTa, I/i€ BBOAWJI JIMYHYI0 WHGOPMAIU, 3aU/IN B
HACTPOWKHM Opay3sepa U yjiaiu cookies;

HepI/IOI[I/IquI{I/I HpOBepHﬁ, KaKHue IJIaTHBbIE YCIIYTH aKTUBHUPOBAHBI HA TBOEM HOMEDPE;

JlaBaii cBOM HOMepP MOOHMIBHOTO TesiehOHA TOJIBKO JIIO/ISIM, KOTOPBIX ThI 3HAEIh U KOMY
JIOBEPSIEIIb;



Bluetooth qokeH ObITH BHIKJIFOUEH, KOT/Ia ThI UM HE MOJIb3yelnbes. He 3a0biBail MHOT/AA
IIPOBEPSTH 3TO.

Online urps1

CoBpeMeHHbIE OHJIAWH-UTPBI — BTO KpAaCOYHbIE, 3aXBaThIBAIOIIHME pa3BJIEUeHUS,
00'beTMHSIONINE COTHH THICAY YEJIOBEK 110 BCeMy MHPY. VITPOKH HCCIIEAYIOT JaHHBIH UM
MHP, OOIIAIOTCA APYT C JAPYTOM, BBITIOJIHAIOT 33J]JaHUs, CPAXKAIOTCA C MOHCTPaAMH U
MMOJIy4alOT OIBIT. 3a YJAOBOJIbCTBHE OHHU IUIATAT: ITOKYHAKOT JIHCK, OILIAYUBAIOT
aOOHEMEHT WJIU IPHUOOPETAI0T KaKKe-TO OIIIUH.

Bce stu cpezcrBa uAyT Ha NOAJep:KaHME M pa3BUTHE WUIPBI, a TAaKXKe HA CcaMy
6e30MacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMBI aBTOPU3AIHH, BBIIIYCKAIOTCSA HOBBIE TTATUYHN
(rmudpoBble 3aIUIaTKU AJ1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTU CEPBEPOB.

B 1o/1o6HBIX Urpax CTOUT ONACATHCSA HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO KPaiKHU
TBOETO MapoJisi, HA KOTOPOM OCHOBaHA CUCTEMA aBTOPU3AINU OOJIBIIUHCTBA UTP.

OCHOBHBIE COBETHI 10 0€30I1aCHOCTH TBOETO HUI'POBOTr'O aKKAayHTa:

1. Ecomu papyroii urpok BefeT cebs TJIOXO0 WM CO3/IaeT Tebe HempUuATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

[Toxkasyiica aaAMUHHCTPATOpaM Urpbl HaA IUIOXOE IIOBEJEHHE OTOr0 HUTPOKa,
JKeJIaTeTbHO MPUJIOXKUTH KaKKHe-TO I0Ka3aTeIbCTBA B BUJIE CKPUHOB;

He ykaspIBaii inyHyI0 nH(pOpMaIuio B mpodaiie Urphbl;

YBaxkall IpyTuX yUaCTHUKOB I10 UTPE;

He ycranasiuBaii HeoduiiuajibHble ITATYU U MOJIBI;

Vcnob3y# CI03KHBIE V1 Pa3HBIE TIAPOJIH;

Jlacke BO BpeMs WUTPbl HE CTOUT OTKJIOUATh aHTUBHUPYC. [IoKa Thl Wrpaelib, TBOU
KOMITBIOTEP MOTYT 3aPa3UTh.

@UIIIUHT UJIH KPaska IMIHBIX JaHHBIX

OOBIYHOU Kpasked JeHer W JOKYMEHTOB CErofHsI YK€ HHUKOTO He YAWBHUIIb, HO C
Pa3BUTHEM HWHTEPHET-TEXHOJIOTUH 3JIOYMBINIEHHUKH IT€PEMECTHUJINCh B UHTEPHET, U
MIPOIOJIKAIOT 3AaHUMAThCsI «JTIOOUMBIM» JIEJIOM.

o
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Tak mosiBHIacCh HOBasi yrpo3a: UHTEPHET-MOIIIEHHUYECTBA WJIU (DUIIIMHT, TJIaBHASA I€JTb
KOTOPOTO COCTOUT B IIOJyY€HHH KOHOUAEHIHMATBHBIX [IAHHBIX II0JIb30BATEJIEd —
JIOTUHOB U napoJieii. Ha anriuiickom si3bike phishing unraercs kak ¢umwuHr (ot fishing
— pbIOHas JI0BJIsA, password — 1apoJib).

OcHOBHBIE COBETHI 10 OOPBOE ¢ GUIITITHTOM:

1. Cnegu 3a cBOMM aKKayHTOM. EcCJM ThI MOJO3pEBAElb, YTO TBOSI aHKeTa ObLIa
B3JIOMaHAa, TO HeOOXOAWMO 3a0JIOKHpPOBATh €€ U COOOIUTh AAMHHHCTPATOpaAM
pecypca 00 3TOM KaK MOKHO CKOpee;

2. Hcnonb3yii Oe3omacHble BeO-CaliThl, B TOM 4YHCJIe, WHTEPHET-Mara3uHOB U
IIOMCKOBBIX CHCTEM;

3. Hcnonp3yi cioKHBIE U pa3Hble maposiu. TakuMm o6pas3oM, ecyiu TeOs B3JIOMAIOT, TO
3JIOYMBIIIJIEHHUKH TOJIyYaT IOCTYT TOJBKO K OTHOMY TBOEMY MPOMIIIIO B CETH, a HE
KO BCEM;



4. Ecim Tebs B3joMasiv, TO HEOOXOAUMO TMPEAyIpeauTh BCEX CBOUX 3HAKOMBIX,
KOTOpBbIe /I00aBJIeHbI Y TeOs B IPY3bsAX, O TOM, UTO Te€OS B3JIOMAIH U, BO3MOXKHO, OT
TBOEro UMeHU Oy/IeT pacchlIaThCs ClIaM U CChUIKH Ha (DUIITUHTOBBIE CANTHI;

5. Ycra"HoBu Hajie;kHbIHN n1aposib (PIN) Ha MOOMIBHBIHN TenedOoH;

6. OTxtoum coxpaHeHHe IapoJis B Opaysepe;

7. He oTkpbiBali (aiibl U APyTHe BJIOKEHUS B IHUChMAaX, JIasKe eCJIM OHU MPUIILIA OT
TBOUX Jipy3eH. JIydlle yTOUHHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3Tu (paiibl.

IIudporas pemyramusa

[{udpoBas pemyTramnus — 3TO HeTaTUBHAsI UK MO3UTHUBHASA WH(OpMAIIs B CETH O Tebe.

Kommnpomerupymoiass uHpopmanus, pa3MellleHHass B UHTepPHETe, MOKET CePhe3HBIM

00pa3oM OTpa3uUThCS Ha TBOEH peasbHOU KU3HU. «I[udpoBas pemyrarus» — 3TO TBOU

UMUK, KOTOPBIX (popMupyeTcs: 13 HHQOpManuu o Tede B HHTEPHETE.

TBoe wmecTO KHUTEJIbCTBA, yqe61>1, TBOE (I)I/IHaHCOBOG IIOJIOZ?KEHUE, 0COOEHHOCTHU
XapaKTepa U paCCKa3bl O OJIMBKUX — BCE OTO HAKAILINBAETCSA B CETH.

MHorue OAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K ITyOJTUKAIIUY JIMYHON HH(POPMaINHU B
VHTepHeTe, HE TOHUMAs BO3MOKHBIX MTOCJIE/ICTBUM. ThI Ja’ke HE CMOXKEIIb JIOTaIaThCs
o ToM, uTo (poTorpadus, pa3melleHHas 5 JIET Ha3aJ, CTaja MPUYUHONU OTKa3a MPUHSATD
Tebs1 Ha paboTy.

KommenTapuu, pasmemienue TBoux ¢ororpaduili u Jpyrue JeWCTBUS MOTYT HeE
HCUYE3HYTh Jla’Ke IOCjIe TOTO, KaK Thl UX yJIuIlb. Thl He 3HAEIIb, KTO COXPAHWI 3TY
nHdopManuio, momaja JU OHA B IOWCKOBBIE CHUCTEMBI M COXpAHWIACh JIM OHA, a
[JIaBHOE: YTO IO/yMaloT O Tebe OKpY»Kalolliye JIIO/IU, KOTOpble HaUJyT U YBUIAT 3TO.
Haiitu wHGOpMAIMI0O MHOTO JIET CIyCTA CMOXKeT JII00d — Kak U3 JI00phIX
OOY>K/IEHUH, TaK U C HAMEPEHUEM IPUYNHUTH BPeJl. ITO MOXKET OBITh KTO YTOJTHO.

OcCHOBHBIE COBETHI 110 3aIIUTE ITUPPOBON penyTaluu:

1. Ilomymai, mpeskae 4eM UTO-TO ITyOJIMKOBATh U IepefaBaTh y cebs B Ojore WA B
COIIMAJILHOM CETH;

2. B Hacrpoiikax mpodusisi ycTaHOBU OTPAHUYEHUsS] Ha MPOCMOTP TBOEro MPO(UIsa u
€ro COJIEP3KUMOTO, C/IeJIal €ro TOJBKO «JJIsl IPYy3en»;

3. He pasmemaii u He yka3piBall HWHGOPMAIIMIO, KOTOpas MOMKET KOT0-JIH00
OCKOpPOJIATH WJIU OOMKATh.



